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NMPOEKTUPOBAHUE U OLUEHKA 3®®EKTUBHOCTU
MACLUTABUPYEMOW CUCTEMbI NOOAYU SNEKTPOHHBLIX METULUNA:
MOHOJNUTHbLIN APXUTEKTYPHbIU Noaxon Angd NOKANM3OBAHHOM

ANEKTPOHHOWU OEMOKPATUU

BbunbocyHoBa C. K., Llyin YxunyyaHb, Jin MuH
KI'Y nm. N. Apabaesa

B anoxy umdpoBbIX TEXHOSTOMN 3NIEKTPOHHAA NeTULNA ABMSETCHA OOHUM
M3 CNOCOOOB BLIPAXEHUA rpaxgaHaMy CBOEro MHeHus, Xanod wnu
NpeanoXeHu No MHTEPECYIOLUM UX BONPOCcaM UITM rocyJapCTBEHHON criyxbe.
Ha camom gene, yepes3 mexayHapoaHble Beb-canTbl, Takne kak Change.org u
Avaaz.org u T.4. Hepeko OHM He oTBeYalT NOTPEOHOCTAM KaXgou CTpaHbl,
0cobeHHO B Tex criyvasx, korga TpebytoTcs rmbkocTb, NPOo3pavyHOCTb M 3aluuTa
AaHHbIX.

3aecb Mbl NpeacraBnsieM pa3paboTKky N OLEeHKYy Be6-CUCTEMbI, CUCTEMDI
nofayv aNeKTPOHHbIX NeTULMA, ONA MECTHbIX XuTtenen. MNpeanaraemaa Hamu
cucTema peanuaoBaHa Cc ncnosnb3osaHueM nnatgopmel Django n 6a3bl AaHHbIX
PostgreSQL. Npeanaraemas Hamn cuctema Ucnosib3ayeT MOHOMUTHBIN NOAXO0A
N MbITA€TCA COXPaHUTb paBHOBECUE MeXady MNPOCTOTOM MCNONb30BaHUS,
HaQeXHoOCTblo UM 6e3onacHOCTbl, TpebyemMbiMn B  MECTHOW cucTeme
3MEKTPOHHbIX METUUMA, C BHEAPEHNEM HeobxoammbixX OYHKUMA MoLepaumnn
ANa npeaoTBpalleHnsl HenpaBWUMbHOrO noBefeHus (3noynotpebneHuin) Bo
Bpemsi cbopa rosiloCoB MECTHbIX XUTENEN, a Takke Mep No NpeaoTBpaLleHunto
nobbIX BO3MOXHbIX 3N0ynoTpebrieHn OT HeMeCTHbIX Mornb3oBaTtenen, a
MMEHHO OT MOLUEHHMYEeCTBa U OONOMHUTENbHbBIX acneKkToB, TakMX Kak 3awuTa
AaHHbIX rpaxaaH.

Mnatdopma 6Gbina npoTecTMpoBaHa nNyTeM 3arpy3kM CUCTEMbI
NnMUTUpyEMoOn paboden Harpyskom C MCMofb3oBaHMEM MpunoxeHnsa Locust.
Pesynbtatbl nogTBepXaarT CTabunbHOCTb W HaOEXHOCTb NnaTtgopMbl.
Hanpumep, npu 100 ogHOBPEMEHHbIX MOfb30BaTeNAX cpeaHee BpeMSA OTKIIMKA
coctaBuno meHee 200 mc, a 3arpyska npoueccopa 1 onepaTtuBHOW NamsTn
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Gbina B gonyctuMbix npefenax. PaspaboTka cuctembl npoBogunacb B
cooTBeTCTBUM C TpeboaHnsMn GDPR n ®3-152. B 3akno4nTenbHON YacTu
cTaTbl Mbl MpeacTaBnsieM npeanaraemylo nnatgopMy AN SNeKTPOHHOM
AEMOKpaTUN, KOTOpasi MOXET CNYXWUTb HaAEXHbIM WHCTPYMEHTOM s
MYHALMNANUTETOB, LIKOM W  HENpaBUTENbCTBEHHbIX OpraHuMsaumi ansd
NOAOEPXKKN rPaXKaaHCKOM akTUBHOCTU rpakaaH U pasBuTuUa 4eMOKPaTUYECKOro
obLecTBa Ha MECTHOM YPOBHE.

Knroyeeble crioea: aNekTpOHHas LEMOKpaTUS, SNeKTPOHHas neTuums,
Beb apxutekTypa, Django, PostgreSQL, MoHOnMUTUYECKass apxuTekTypa.

NOKANAAWTbLIPbINTAH NNIEKTPOHAYK OEMOKPATUA YYYH
MACLWUTABAOANYYYY SNIEKTPOHAYK NETULUA TYTYMYH AOJIBOPJ100
XXAHA eHAYPYMAOYYJNYT'YH BAAJIOO: MOHOJIUTTUK APXUTEKTYPATA

HEMTM3AEJITEH bIKMA

BunbocyHoBa C. K., Llyn YxunuyaHsb, Jiu Mun
. ApabaeB atbiHaarbl Kblprbid MamrekeTTMK YHUBEPCUTETH

CaHapunTuk TexHosorusnapabiH 3amaHban [JoopyHOa 3reKTpoHAYK
neTMuua  >xapaHgapabl MaMmiekeTTUMK opraHgapra >aHa KOOMYyryKka
©36pYHYH OWropy, AaTTaHyynapbl e CyHyLITapbl Tyypanyy mMaanbiMOOOHYH
MaaHunyy KapaxaTtTapblHblH ©upn 6onyn kangbl. A3blpkbl yvyypaa MblHOAM
MYMKYHYyNnyK Change.org, Avaaz.org CbIsKTyy 9n aparnblk nnatdopmanap.
Bupok MbiHOan nnatopmManap ap OuMp  eNKeHyH Xe  Keprunuktyy
KOOMYYNYKTYH MYKTaXablKTapblHa TONyK >oon 6epe 6epbent. Anpbikya,
NNKEMAYYNYK, a4ybIKTbIK XXaHa MaanbiMatTapabl KOproo Macenenepu GmpuH4n
nnaHra YblkKaHga, >XeprunukTyy LwapTrapra binanbliKTawTbipblfiraH Yednmaepre
BOMroH MyKTaXablK KY4enT.

byn makanaga Xeprunuktyy KONAOHYY YYYH WLWITENUN YblkkaH BeO6-
neTnumanapabl kabbln anyy cuctemacbiHbiH HaTbIMKanyynyryH UWTten 4biryy
XaHa 6aanoo kapanat. CyHywTanraH cucteMa MOHONUTTYY APXUTEKTYparblK
bIKMaHbl KOSIAOHYY MeHeH OcoT nnatgopmMacbiHa xaHa Oco Maanbimat
6asacblHa HernsgenreH. CucteManbl UWTen Ybiryyaa KongoHyyHYH OHOWMYrY,
MWEHUMOYYNYry ’KaHa  KOOMCy3ayry CbISKTYy  Hermsrm  TtanantapablH
OpTOCyHAarbl TEH CanMaKkTyynyKTy CakTooro 6acblm xacarsraH.

MblHOaH TbiWKapbl, cuctema gobyw 6epyy NpoLEecCUHOE XEePrumnukTyy
TypryHaapabiH MyMKYH GOMrOH KbiSHATTbIKTApPblH a3anTyy Y4YyH Moaepauus
MexaHn3Maepu MeHeH TonyktanraH. OWoHO0M 3ne MbIn3aMCbl3 apakeTTepau,
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aHblH MYMHOE ThIWKblI Xe ara TUELLeCcU >XOK KOongoHyydynap TtapabblHaH
Xacanblwbl MYMKYH 605roH angamuybinblkTbl angblH anyyra 6arbittanraH
Yapanap 6ap. XXapaHgapablH Xeke MaanbiMatTapblH KOProo fa CUCTEMaHbIH
MaaHunyy 6enyry katapbl kKapangbl.

[MnaTdopmMaHbiH nwTewn Xo0 TUPKEMECU apKblfyy Xacanma XYKTeeHy
KamcCbI3 Kblrlyy MeHeH TekwepusireH. XKbIbIHTbINbl KOPCOTKOHO4eW, cucTemMa
TYPYKTYY XaHa uweHnmayy nwten anat. Mucansi, opto4o xoon ybakTbickl 200
MuUnNIMcekyHaaaH tTemeH 6onyn, 100 KongoHyy4y vwTen, npoueccopay aHa
onepaTuBOMK 3C TYTYMAY >KYKTO6 YEKTeH allkaH oK. MblHOaH TbIWKapsbl,
cuctemaHbl wten voiryyga KK xana MT-152 cbiskTyy MaansiMaTTapbl KOProo
GoloH4Ya TananTap 3CKe anblHraH.

Bawmankbi ce30ep: aNeKTPOHAYK AEMOKPATUS, SNEKTPOHAYK NneTuums,
Beb apxutektypa, Django, PostgreSQL, MOHONUTTUK apXUTeKTypa.

DESIGN AND PERFORMANCE EVALUATION OF A SCALABLE E-
PETITION SYSTEM: A MONOLITHIC ARCHITECTURE APPROACH FOR
LOCALIZED E-DEMOCRACY

Biibosunova S. K., Cui Zhiyuan, Li Ming
Arabaev Kyrgyz State University

In the digital age, an electronic petition is one way for citizens to express
their opinions, complaints, or proposals on matters of interest or public service.
In fact, through international websites such as Change.org and Avaaz.org, etc.
It is not uncommon for them to fail to meet the needs of each country, particularly
when flexibility, transparency, and data protection are required.

Here, we introduce the design and evaluation of an e-petition system for
local citizens. Our proposed system is implemented using the Django framework
and a PostgreSQL database. Our proposed system utilizes the monolithic
approach and attempts to maintain the equilibrium between ease of use,
reliability, and security aspects required in a local e-petition system with the
adoption of necessary moderation features to prevent misbehaviors (abuses)
during the gathering of local citizen votes, measures to avoid any types of
possible abuse from non-local users namely fraud and additional aspects such
as data protection for the citizens.

Keywords: e-democracy, electronic petitions, web architecture, Django,
PostgreSQL, load testing, data privacy, monolithic architecture.
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Globalized, centralized services have made digital activism and social
media popular worldwide and profitable businesses. However, one of the
challenges that users from public administrations and educational institutions,
for example, face is customizing the service to their specific needs, which are
often not met by the standard functionality of a global service. Customization
needs often appear at different levels. First, the service must be able to
communicate with its corresponding authentication systems within the
institution. Secondly, it is important to have a moderation process tailored to
each institution [1, 2].

One of the problems with most modern centralized systems is that they
create several issues for users. One that is perhaps not talked about enough is
the issue of data privacy and trust. All the data users share on these systems
ends up on 3rd party servers. Also, when implementing a sales funnel for a
website, the basic functions offered by WordPress plugins are rarely sufficient.
For more complex situations, they are often insufficient.

The main goal of this research is to architect and build a full-featured web
application prototype that enables citizens to create and endorse petitions, while
offering flexibility for administrators and full data autonomy for the users. The
unique scientific aspect of this research lies in optimizing the monolithic
structure of a framework tailored to prevent fraud in online social systems (such
as Sybil attacks in voting systems) and increasing the system's robustness
under high concurrent load during the surge of a viral civic movement.

Diving right into solving the problems listed above, the initial choice was
to build the application as a monolithic application using the Django web
framework (which follows the Model-View-Template design pattern). Choosing
a monolithic structure with Django enables easy deployment, rapid application
development, and the preservation of data consistency during the early stages
of the application lifecycle.

Database Design and Transactional Integrity. Database Design and
Transactional Integrity of the system are described in this subsection. The
PostgreSQL database management system served as the core relational
database, supporting the ACID properties required for the transactional voting
process. The core relational schema comprises the User, Petition, Signature,
and Comment entities [3, 4, 5].

Anomalies and attacks. Fraud Prevention and Security Mechanisms.
Unique constraints (unique together = (‘'user’, 'petition')) were introduced in the
database to prevent voting fraud on petitions and the use of illegitimate
signatures on petitions. |IP addresses are logged, and timestamp validation is
implemented to detect suspicious behaviors. The system natively handles
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common web vulnerabilities: - The Django framework prevents Cross-Site
Request Forgery (CSRF) attacks. - HTML content is filtered on the server-side
to prevent Cross-Site Scripting (XSS) attacks. - Parameterized ORM queries
prevent SQL injection [6].

Jevelopment of a Web Platform for Processing Electronic Petitions

echnological Foundation of the System Functionality and Security

Django + PostgreSQL Stack Intelligent Moderation

The built-in Django Admin
panel-enables managing a
petition’s lifecycle from
draft to publication or blocking.

Combining a high-level Python
framework with a reliable relattional
database ensures fast development
and data integrity.

Protection Against Forgery

Signature uniqueness is verified by linking it
to the user ID and recording the IP address.
to prevent manipulation.

Monolithic MVT Architecture

Using the Model-View-Template
pattern simpiifies code maintenance
and enaibles rapid scaling to
meet community needs.

Compliance with Security Standards

The system includes protection against
SQL injection, XSS, and CSRF, and complies

® with GDPR requirements and personal data
T Performance Under Load protection regulations.
23 “ Testing showed stable response time
- - & of under 200 ms under hundreds

of concurrent requests.
inder 200 ms Role-Based Access Model in the Petition System

@ Administrator @ Moderator @ Author /User RN
‘:TAM hts Content Status Create
\ ﬂ

A NotebookLM

Fig. 1. Development of a Web Platform for processing Eletronic Petitions

Role-Based Access Control and Moderation. We implemented Django
Admin tools to speed up mass content moderation. The site also features a strict
Role-Based Access Control (RBAC) for moderators and admins.

Localized E-Petition Platform Architecture

Presentation Layer

Citizen Portal Moderator Panel Admin Dashboard

Application|Layer

Y h 4

Django Views & Authentication Petition & Comment Moderation and
Templates and RBAC Management Fraud Detection

Data Layer
A 4 h 4
PostgreSQL Audit Logs & IP Backups and
Database Records Recovery

Core services: petition creation, signing, moderation, search, validation, and secure local deployment.

Fig. 2. System architecture of the localized e-petition platform
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To confirm the suitability of the design decisions, extensive testing of the
system's operational performance was carried out.

This section details the experimental setup used to test both benchmarks
and workloads in the paper. Experimental Setup As mentioned previously, our
platform was deployed on a standard virtual private server (VPS) with 2 CPUs
and 4 GB of RAM. This platform was running Ubuntu Server 22.04 [8, 9, 10].

Load Testing and Performance Metrics: We evaluated the system's
performance by running a load test on the application, built using the Locust
load-testing framework, to replicate the high concurrency observed in viral
Change.org petitions [11, 12, 13].

During a 10-minute stress test, in which 100 virtual users simultaneously
interacted with the database (for example, signing petitions and leaving
comments), the system demonstrated exceptional stability. The average server
response time consistently remained below 200 ms. Hardware utilization was
highly efficient: processor utilization stabilized at about 60% and RAM at 70%,
with no transaction failures or bottlenecks [14].

Load Testing Summary of the Proposed Platform

Test Scenario

Average Response Time CPU Utilization
® Environment: VPS, Ubuntu Server|22.04
® Resources: 2 CPU cores, 4 GB RAM < 200 ms D 60%
® Tool: Locust load testing framework
@ Duration: 10-minute stress test RAM Utilization Transaction Stability
® Concurrentusers: 100 virtual users D 70% N o fa i I ures

® Actions: sign petitions, add comments, brows.

The test results indicate stable platform behavior under moderate concurrent load and
confirm the feasibility of localized institutional deployment.

Fig.3. Summary of load-testing results for the proposed platform

Discussion

Unlike global commercial SaaS (software-as-a-service) platforms, the
proposed localized deployment model guarantees complete data
independence. Organizations retain full control over confidential user data,
enabling them to strictly comply with international and local privacy standards
such as the GDPR (EU) and FZ-152.
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Although the monolithic architecture proved highly efficient and cost-
effective for deploying a prototype and handling moderate traffic, the system is
inherently designed for future scalability. As the number of users increases to
millions, architecture supports horizontal scaling using reverse proxy
servers/load balancers (e.g., Nginx, HAProxy) combined with Redis caching.
Future enhancements will focus on integrating geospatial analytics with the
PostGIS extension to map signature distribution and developing progressive
web applications (PWAs) to further increase public engagement.

Conclusion

This study successfully demonstrates the development and deployment
of an independent, high-performance e-petition platform using Django and
PostgreSQL. By effectively meeting both the functional and non-functional
needs of local communities, the proposed architecture provides a secure,
scalable, and cost-effective alternative to global petition networks. The
introduction of a reliable fraud-prevention system at the database level and
optimized moderation tools significantly improves the reliability of digital
platforms for civil interaction.

The platform was tested by loading the system with a simulated workload
using the Locust application. The results confirm the stability and reliability of
the platform. For example, with 100 concurrent users, the average response
time was less than 200 ms, and CPU and RAM usage were within allowable
limits. The development of the system was carried out in accordance with the
GDPR and FZ-152 regulations. In the final part of the paper, we present the
proposed e-democracy platform, which can serve as a secure tool for
municipalities, schools, and non-governmental organizations to support citizens'
civic engagement and the development of a democratic society at the local level.
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